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Get Covered lllinois Account Setup: Mobile Authenticator

When you create your account, you will be prompted to establish multi-factor
authentication. This document provides a step-by-step guide to set this up.

Option 1: Mobile App Installation (Recommended)

Step 1: To establish the multi-factor authentication, first download one of the following free
applications to your mobile device:

e FreeOTP
e Google Authenticator
e Microsoft Authenticator

Note: If you do not have a mobile device, you can download a browser extension. Please
follow the instructions here for this method: Option 2: Browser Extension

GetCovered Espaiol Help & Support »
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Mobile authenticator
setup

You need to set up Mobile Authenticator to

]

activate your account

1 Install one of the following applications on your
mobile:

* FreeOTP

* Google Authenticator
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Step 2: Open the app and select “+” or “Add” button near top right corner of Accounts tab.
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Authenticator Verified IDs
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Step 3: Select “Work or School Account” and then “Scan QR Code”:

al 5G+ =

Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account

Other (Google, Facebook, etc.) >

Add work or school account

Sign in

Scan QR code

Cancel
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Step 4: Aim phone at QR code on “Mobile authenticator setup” screen and follow steps.

Wil 5G+ ..

Scan QR code

Your account provider will display a QR code

Enter code manually

2 Open the application and scan the QR Code

3 Enterthe one-time code provided by the application

and click Submit to finish
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Step 5: The new account will appear in the application. When you navigate to the new
account, you will see a 6-digit passcode. Type that passcode into the “One-Time Code”
field on the “Mobile authenticator setup” screen and submit.

8:57 ol 56+ ..

= Authenticator I
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3 Enter the one-time code provided by the application
and click Submit to finish the setup,

Provide a Device Name to help you manage your OTP
devices.
| One-time code * |

Step 6: You'll be taken into your account if successful.

Step 7: On future login attempts, after successful login, follow step 5 and 6 to perform the
multi-factor authentication and log-in.
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Option 2: Browser Extension

1. When you log-in, you will see the mobile authenticator setup page:

Mobile authenticator
setup

You need to set up Mobile Authenticator to
activate your account.

1 Install one of the following applications on your
mobhile:

« FreeQTP
« Microsoft Authenticator
« Google Authenticator

2  Openthe application and scan the barcode:

Unable to scan?

3 Enter the one-time code provided by the
application and click Submit to finish the setup.

Provide a Device Name to help you manage your
OTP devices.

One-time code *

Device Name
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2. Goto https://authenticator.cc/ and select browser to install extension.

G O B httpsy/authenticatorcc. s E—

Authenticator
wo-factor authentication in your browser

L ‘
L . Add to Chrome

Add to Edge

3. Addextension by selecting “Add to [browser].”

O 8 == idons.mozilla.org,

Firefox Add-ons Blog  Extension Workshop &  Developer Hub &  Log in

9 K55-ONS e

Authenticator
by mymindstorm, Sneezry

A This add-on is not actively monitored for security by Mozilla. Make sure you trust it before installing.

Learn more

Authenticator generates 2-Step Verification codes in your browser. Add to Firefox
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4. Confirm extension installation.

) 8 &= ad mozilla.org =exte B & S,

' BU Add Authenticator? This extension will have permission to;

Firefox Add-ons Blog  Extension Workshop &'  Deve W Access your data for sites in 6 domains

‘s FlAre'oD’(BJ—ONS Extensions

Run in Private Windows

(O] 121,357 370
e 3 evie -

Authenticator :
by mymindstorm, Sneezry

A This add-on is not actively monitored for security by Mozilia. Make sure you trust it before installing

Learn more

Authenticator generates 2-Step Verification codes in your browser.

5. Select authenticator extension and select scan QR code feature (3).

ctions/required-action?e>

cution=CONFIGURE_TOTP&client_id=r ami&tab_id=9k39R30dpVU 90% 1Y

Extensions

2 SAML-tracer
Espafiol Support .a Can always read and change data on this &

site

Browser Security Plus
B Canalways read and change data on this b

Mobile authenticator
setup

o Authenticator
9 - .‘ Run for this visit only @
1

) You need to set up Mobile Authenticator to Manage extensions
activate your account.

1 Install one of the following applications on your I - Authenticator o E V4
mobile:

« Google Authenticator

* FreeOTP
« Microsoft Authenticator

2 Open the application and scan the barcode: No accounts to display. Add your first
account now. Learn more

Unable to scan?

3 Enter the one-time code provided by the
application and click Submit to finish the setup.

Provide a Device Name to help you manage your
OTP devices.

One-time code *
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6. Scan QR code. Make sure the entire QR code is selected.

Mobile authenticator
setup

t up Mobile Authenticator to

Drag cursor to
cover entire
QR code.

Submit to

application and click

vice Name to help you manage your

One-time code *
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@ (ury

[your email address] has been added.
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7. Select authenticator extension again, copy TOTP code, paste into registration form

and submit.

b.com/login-actions/required-action?execution=CONFIGURE_TOTP&client_id=nv3dev-saml8itab_id=9k39R3odpVU 0% Y m

o eAuthenticator =24

[website domain]

Mobile authenticator
setup © 913751~

[your email address] to copy to

clipboard

You need to set up Mobile Authenticator to
activate your account.

1 Install one of the following applications on your
mobile:
« Google Authenticator
* FreeOTP
» Microsoft Authenticator

2 Open the application and scan the barcode:

Unable to scan?

3 Enter the one-time code provided by the
application and click Submit to finish the setup.

Provide a Device Name to help you manage your

OTP devices.
Ope-time code *
é Paste code here
Device Name

If you need support, you can contact the Get Covered lllinois Assister & Broker
Support Team at 1-866-349-7579 for assistance.
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